COMMUNITY COLLABORATION FOR HIPAA COMPLIANCE:

BEGINNING TASK LIST


DATE

____________________________________________________

Organization Name

Use the following list to begin HIPAA assessment of your practice. Attach additional sheets if necessary. It is recommended that these items be kept in a binder or folder with tabs to indicate the various sections. 

TAB 1: Administration

Tab 1 should include this list, plus:

· The minutes of all meetings of the HIPAA compliance group, if applicable,

· Any administrative memos or notes relevant your HIPAA compliance project, and

· Any budget information relevant to your HIPAA compliance project.

1.
Individual in Charge of HIPAA Compliance:


Name












Contact Information:









2.
Other Individuals in HIPAA Compliance Group:


a.
Name











Contact Information:










b.
Name











Contact Information:









3.
Compliance Record Keeper:








4.
Compliance Budget:


a.
Through March 31, 2002:








b.
Through March 31, 2003:







5.
Meeting Schedule:

6.
Meeting Location(s):

TAB 2: Record Keeping

Tab 2 should include all information and materials relevant to the locations where patient information is kept.

7.
How Are Paper Medical Records Kept? (Note All Which Apply.)

a. Open Shelves Accessible to All:





b. Open Shelves Accessible to Staff Only:




c. Open Shelves in Locked Room:





d. Filing Cabinets with No Locks:





e. Shelves/Filing Cabinets with Locks:






f. Off-Site Storage, No Security:






g. Off-Site Secure Storage:






h. On Separate Sheet List All Sites Where Paper Medical Record Are Kept. 

8.
How Is Paper Claims and Billing Information Kept? (Note All Which Apply.)

a. Open Shelves Accessible to All:





b. Open Shelves Accessible to Staff Only:




c. Open Shelves in Locked Room:





d. Filing Cabinets with No Locks:





e. Shelves/Filing Cabinets with Locks:





f. Off-Site Storage, No Security:





g. Off-Site Secure Storage:






h. On Separate Sheet List All Sites Where Paper Claims or Billing Information Is Kept.

9.
How Is Other Patient Information on Paper Kept? (Note All Which Apply.)

a. Open Shelves Accessible to All:





b. Open Shelves Accessible to Staff Only:




c. Open Shelves in Locked Room:





d. Filing Cabinets with No Locks:





e. Shelves/Filing Cabinets with Locks:





f. Off-Site Storage, No Security:





g. Off-Site Secure Storage:






h. On Separate Sheet List All Sites Where Other Patient Information on Paper Is Kept.

10.
How Is Electronic Patient Information Kept? (Note All Which Apply.)

a. Not Applicable:







b. Personal Computer(s), No Network Connections:



c. Personal Computers, Internal Network:




d. Personal Computers, Internet Connection:




e. Off-Site Personal Computers/Laptops Permitted Remote Access (Dial-In, Internet, etc.):









f. Floppy Disks/CDs/Backup Tapes:






g. Handheld Devices (Palm Pilot, Jornada, etc.):



h. On Separate Sheet List All Equipment on Which Patient Information is Kept in Electronic Form.

11.
Copy and Attach All Policies Concerning:

a. Access to Files Containing Patient Information

b. Access to Rooms, Shelves, Filing Cabinets Where Patient Records Are Kept

c. Access to or Use of Electronic Equipment on Which Patient Information is Stored

Tab 3: Personnel/Workforce

Tab 3 should include all information and materials relevant to those individuals in your organization who are allowed to have access to, use or disclose patient information. You should include not only employees, but also trainees and volunteers who are under your organization’s control. 

12.
List All Individuals Who Work in Your Organization. For Each Individual, State:

a. Job Title and Description

b. Whether He/She Is Permitted Access to:

i. Patient Clinical Information

ii. Patient Billing and Claims Information

iii. Other Patient Information

c. Whether He/She Has Signed a Confidentiality Agreement and/or

d. Whether His/Her Employment Agreement Has Confidentiality Provisions

13
Copy and Attach All Policies Concerning:

a. Confidentiality of and Access to Patient Information

b. Use and Disclosure of Patient Information by Staff

c. Disciplinary Procedures for Breach of Patient Confidentiality

Tab 4: Patient Relations

Tab 4 should contain all relevant materials concerning the way your organization permits patients to have access to, copy or otherwise exercise some degree of control over the records which pertain to them. 

14.
Copy and Attach All Policies Concerning:

a. Patient Review and Copying of Records

b. Patient Requests to Amend Records

c. Accounting to Patients for Disclosures of Patient Information

d. Use or Disclosure of Patient Information for Marketing or General Contact Purposes

15. Copy and Attach:

a. Standard or Customary Patient Release of Information Forms

b. Any Notice of Information or Privacy Practices Published or Available to Patients

c. Any Patient Brochures You May Publish

d. Any “Patients’ Rights” Notices You May Provide

Tab 5: Business Associates

Tab 5 should include an inventory of the individuals and organizations with which you exchange, from which you receive or to which you disclose patient information, not including the patients themselves. You should include copies of all your existing contracts or agreements with such individuals or organizations. 

16. List All Individuals and Organizations to Which You Regularly Disclose:

a. Patient Clinical Information

b. Patient Billings and/or Claims Information

c. Any Other Patient Information

17. List All Individuals and Organizations from Which You Regularly Receive:

a. Patient Clinical Information

b. Patient Billings and/or Claims Information

c. Any Other Patient Information

18.
Attach Copies of All Contracts or Agreements Currently in Effect with Individuals and Organizations to or from Which You Regularly Disclose or Receive Patient Information.
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